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ELECTRIFICATION

Scalability : From Stopé& Start, up to full Electrical Car.
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ELECTRIFICATION

* Variety of technologies to be addressed
* In particular the progressive input of 48V, with changeover to be managed for the components
e Stakes on Quality of the Boardnet

14V & 400V
14V 14V&48V 14V &200V | 141 & 48V & 400V

ICE S&S SED/Mild HEV

PHEV 4*4 EV 4*4 EV +REs

Single Voltage

* To continue using 12V components

Dual Tension

* To manage component changeover
12V->48V and safety with redundancy

Triple Tension o - U

* For EV/PHEV vehicle
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AUTOMATED DRIVING

Level 2 : Partial Automation

AUTONATEBRIDRINING
VIS

j‘> Level 3 : Conditional Automation

ONONOUSWEHICLE
REGUIFOENIEE L OOP
3 .

With SUPERVISION
Driver has to be attentive
in all circumstances

Fail Silent

» Safe state accessible without help from
Control Unit

* Loss of function is safe state of the system

Without SUPERVISION
Possibility to do something
Other than driving

Fail Operational

* Safe state not accessible without Control
Unit

* Loss of function is generally « non safe »



CONNECTIVITY

Uses Cases :

Remote Services : Pre-
conditioning, Start Engine,
Setting information, ...

Big Data : to collect information
for Quality, predictive
maintenance, Usage Profil

Software update Over-The-Air
(OTA) : New Services, Quality
campaign, Cybersecurity,

Tele-Diagnosys . Read DCT
Fault Code + SW update OTA

V2X (Vehicle To X): Vehicle to
Vehicle (V2V) / Vehicle to
Infrastructure (V2I) / Vehicle to
Grid (V2G) / Vehicle to House
(V2H) / Vehicle to Cloud (V2C)

Internet
Private
- Cellular
g Network

u Tools
A Yledlag

nosis
Charging Station

Cooperation
Partners
Independents
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ADAS & FUNCTIONAL LAYERS

Architecture systéme
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Perception

Fusion haut niveau : reconstruction

Antenne G5
cameéra...

A

environnement + position véhicule
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| (parcours)
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SAFETY

ISO 26262 defines how to assess arisk and the
necessary activities to perform for each step:

% System

+» Software

+» Hardware

< Production... e —————

Redundancy for Autonomous Driving: Additional Safety Stakes:
“* Redundant Sensors & Actuators < For Autonomous Driving, Automotive EE
% Redundant Communication Networks Architecture has to switch from Fail Safe design

¢ Redundant Power supply Networks to Fail Operational.

12y
I | Netwark
- + e +
48V 12v
Battery Battery |

*» Safety has also to consider SOTIF (Safety of
the Intended Functionality)

Battery
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/777




SAFETY & SOTIF

Does a camera can
identify a target in a
. very large roundabout

g iRl (e R N : T B
<})>>> ..:uuu\nuu' . L A et e | without line *

Does a radar will be
accurate on a
metallic bridge ?

Does an ultrasound
sensor can detect a
children with a cotton

__SOTIF: ummoFTHeSYsTEm  Sweaer

ISO 26262 Standard is necessary but not sufficient !



S EC U R ITY an d P R IVA CY THE ENVIRONMENT OF THE CONNECTED CAR AND ITS SURFACES OF ATTACK

\
% j \ Multiple evolutive surfaces of attack

Sn e\ The communication points of the
) \ vehicle and outside

= Connectivity brings new attack surfaces to hackers [

a))

\
Authenfication 464 \

= Security policy covers all dimensions of security and —— Bl c:wied \ (Tg;gﬁgr&egégforfmelnmﬁks
RIivaCY. —r;a\‘/ - Nicbility 1;f'1e On-board and off board

\ BN Car2infra = ‘; I‘ll- |\ software
= Security policy offers « in depth protection » i.e each .| b= il o - | The communication protocols
attack surface is protected by several layers of g § = o Re";}:,kev Gt ety
protection 8 Y @
= SAE/ISO (21434) Standard on going
" GDPR (General Data Protection Regulation) for data STRATEGY OF PROTECTION : 3 COMPLEMENTARY DIMENSIONS
Privacy BASTION m

SYSTEM PROTECTION (On-board / Off-board / communications)
DATA PROTECTION (Privacy, context, technical, ...)

b o supervisioN  ((\* \

Sensor a SUPERVISION OF THE SYSTEM

Fusion &
Environment
Detection

ALIEY TIVAY
ALIHOILNI

ALIVILNIAIANOD

N | & LOOKOUT ﬂv-f

THREAT WATCH OUT (anticipation)



SECURITY and EXTENDED VEHICLE (ExVe)

data

non-disclosure of private
know-how

s

Remote information for
services (RMI, fleet
management, insurance,...)

<

Decoded [ Vehicle Manufacturer ] ExVe ISO Perimeter

--------------- ~, VM Data base internal use only for « before sale »
\ .-/ situations as Design, Manufacturing, Storage Park,...

web-interface
1ISO20078

R ;.; {_.“ < ; p
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Fair competition

[ Providers

Manufacturer

Apps

/

Customers ]




HARDWARE QUALITY : ELECTRONIC COMPONENTS

>
AEC-Q-101

« AUTOMOTIVE ELECTRONIC COUNCIL created in 1993 Qualified

¢ Companewts

to define qualification standards for the supply of o
components in the automotive electronic industry

* Q100 defines Stress Test Qualification for Integrated

Circuits
» Most Tier 2 & Tier 1 are members of AEC 0 AECQ Requirements or automotive policy:
] ] ] ¥ Worldwide Quality Assurance with mandatory requirements
« AECQ 100 is applied world wide, for all type of Integrated = Deviation : Cp, CpK > 1.67 (+/- 5 > defect < 0.6ppm)
. . = T5 16949 - 3D and 8D commitment | example for 8D
C IrCUItS < D1 :Team members DS © Comeciive action cefinfion
© 53 Containment scten 07 e,

- 4 - REat cause & - Team E!ergﬁ.l'l.lli'ﬂ-m
¥ Obsolescence [ commercial lifetime

= AECQ =8 vyears
= Consumer : usually 3 years, but occasionaly very short.
¥ End of production == Information last buy order:
=  AFCQ (12 months) versus Consumer (non specified)
= Product Change Notification (PCN) & Product Termination
Motification (PTN)

¥ Data base for Safety calculation about faillure rate (FIT) = Safety 150
26262

= AECO = Suppliers commit Quality management
= AECO =Very low component failure in serial life




SOFTWARE QUALITY

Validation process is enhanced to deal with the complexity
% Hardware in the loop comes too late in the development

** Model Based Design is key to start validation during specification phase,
some months before the feature is implemented in an ECU.

*» Faster convergence, thanks to more mature specifications

¢ Tools are available for high level of integration

ECU ECU ECU
VIRTUAL INTEGRATION Full Model Full Model Full Model

caN [lwd [pgllet caN | wd [og]ci

CAN ||wd |Dglcl
Idée produit Prodult “w gl_

~as
Y.
-

Prestations

Specifications

Implémentation

----------------------



SOFTWARE UPDATE OVER-THE-AIR

For OEM/Dealer
% Continuous feature update by software update
% Reduce warranty cost by collecting software
* Reduce resource at Port, at Dealer

For Customer
% Continuous feature update during life cycle
 Quality/Security improvement
** Reduce effort to visit car dealer

“Delta” Wireless

: .',Z ))figicatio(}( t )))

data 3
Reprog data

- Delta

- Full/Partial

Based on proven solutions in telephony

SAFETY ENVIRONMENT

Py el
r""acy Infotainment c‘qbu{\t‘i
gec

uBl Connected

. Services
Driver

Behavior

Predictive
Analytics

Warranty

Optimization STEIEIREE O

Repair
Management
Retail
Supply Chain
FOTA/SOTA and Optimization
Customer Electronics Product
Satisfaction and Lifecycle Development
and Testing

Management

AFFORDABLE

Revenue
Generation

Profit Generator

M91C 18 FROST & SULLIVAN
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ARCHITECTURE DRIVERS rpsbm—— ~;.~.-.!

FEE R _—

« Domain Masters — —— — =8
*# Bandwidth management s oomemm shoms e gy gy o
< Segregation — ooma wenee W _
< Improvement of validation Ced Cd &) 25 =

» Scalability, Modularity :r.::'.- $w
Step 3 : Automatic Driving : Traffic Jam & Highway Chauffeur
* Multiprotocol Central Gateways &) 0 6
* Bandwidth management PSS AT ——
» Interface/lsolation between different domains
» Security Firewall

CAR)

D)

CAR)

D)

D)

/
0’0

« Strong Usage of standards
s Ethernet, CAN, CAN FD, Flexray, LIN
¢ Graphic Processor (GPU)

oo Adaptive Cruise
Control

Adaptive Cruise
Control

cccccccccc

Figure 1: coordination between braking and engine management module (source: Elektrobit)



TECHNOLOGIES DRIVERS : KEY ROLE OF ETHERNET

MULTI USAGES

DATA BIZ

« Key Role of Ethernet Lol e
“ Offers huge Bandwith for features and iL_J¥ o ol = bt | (0 - P
OTA Bl <o ' ‘ f =0

% Supports IP protocols (AVB, TSN...) N o™ “HMI/OTA i
0:’ Is Scalable Breakthrough relationship - rMapsi
. : : icatl R Big data Big data
*» Single Paire (Open Alliance standard) GarToX

p OPEN
LN (WY r — = MARKET TREND

ALLIANCE

STRATEGYATALYTICS AUTOMOTIVE ETHERNET MATURITY e @

AUTOMOTIVE ETHERNET DEMAND (‘% @ o

> 15 car models introduced Ethernet before 2016 _ Audi

. &3 7
Introduced by all OEMS before 2020 D T

HYUNDAI

3 _ Available Ethernet ECUs by domain & Danvzer =
7] Source: STrategy Analytics Dot 2014 &F —
2 150 m Diagnostics INFOTAINMENT &or P
= m Backbone rorem ' RENAULT
= 100 « TCU ADAS
mOther ADAS |e.g. RADAR) =  Smart-Antenna FSA FRUGROT U"‘Um
150 mCameras - Other = Cluster - Radar sensors “"':3:’,;,'3
; + Touch-control Display + Stereo Camera
E 100 mCameras - Surreund * Gesture Control Display = ADAS Fusion ECU
+ Rear-Seat Entertainment « Front Camera
BCameras - Backup . ron
E 50 * Advanced Amplifier « Back Camera
= - - - - — . H nfotainment + Head Unit + Side cameras
= TV Module « AVMECU
2012 203 2014 2015 2016 2017 2018 2019 2020 2021

A - TIER-1, TIER-2, Tool-Vendors committed to Ethernet introduction



SO

WARE

THE 6 LEVERS OF SOFTWARE ROBUSTNESS PLAN

@  SystemEngineering

T andisnsas - , \

\ t [ v o g Vebiabe

\ Vetdore { . ‘-7/
roteme N\ i Nange

@ Software design process

@ Validation & Tuning

@ standards & seamless tools

] - prem—

@ Software QualityAssurance

® Oganization & Competencies

Breakthrough plan including all Engineering, Quality and Purchasing divisions
developing Systems and Software

=> Improve Quality of Software at launch of new vehicles



WARE

AUTOSAR

AUTomotive Open

System ARchitecture

Runtime Environment

===0]

ISO 29119

ISO/IEC 29119 —Structure

E— 7 S—
Concepts & Vocabulary =)
e hmicgias Processes Documentation

s [Sozecsoes)

Keyword- Process.
Driven Testing| Assessmant

Deployment of international and
widely used standards and practices
such as Autosar, Genivi, Model

Based Design, and of standard and
seamless tools

P
ISO 26262
NS

& IEEE 730

GENIVI Platform Vislon

SUPPLIER P
S ompet osv
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-_—
\CK (e.g., Moblin, oth
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\s\ Level 4

<-'§' Level 3
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Level S Process performance
oontnually improved through
incremental and novative
wehnelogice! improvements.

Processes are conlrolled wing
Quantitatively | .
Managed and other
techmigues.

’ P are well ch g

urderstood, Prooesses. standards,
procedures, 1ools, ete. are dofined a1 the

crganizational {Organization X ) level
, Proactive.

are planned, d, performed,
monitcend, and congrolind #t the prejct lwenl, Oftan
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are unp peerly eactine.



METHODOLOGY & TOOLS

- Tools are now mandatory for EE Architecture @; System Engineering 4\l
needs .
% A Continuous process from requirements to
software

+* Continuity from OEM to TiersL1.
** Continuity on V cycle with tools
“* Only Standards can offer those continuity

&l

Phase A Phase B Phase C

\

Platform: Functi L
System : SlE ke Communication
EE Customer Functional Functional Mapping to Design (CAN.

Features : Architecture ECUs
Architectures assembly LIN, ETHERNET)

Signal

Routing

Platform:
Network and
wired media
Architecture



CONCLUSION R
The Report

* Electrification on track all around the world
* Vehicle is and will be connected : Opportunity for all Automotive eco-system
* Driving Assistance to increase safety, from Level 2 up to Level 5

‘ Connected Vehicle I | ! Autonomous Vehicle '
Responses 4 =
* Manage domains cohabitation : Safety + Privacy + Security. mﬁn@
. . . . . 7| R |ACY
* All Architecture domain concerned : Functional, Electronic, Electrical r L ===
* Massive use of standards (Ethernet, CAN FD, Autosar, ...) —ﬁ@ |

* Safety & Security for all components: Hardware, Software |

* Quality : Coverage, Completeness, and Consistancy on Product and Process

Opportunities

* New technologies challenge “ ¢ .
* New strong skills for each domain ‘ t 'tf ’
* Adapted System Engineering : Methodology & Tools

* Partnership and Cooperation




